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(CTAM : Cybersecurity Technical Assessment Matrix)

Wadaussdiui 1 : AduLEeEs

=

1. Backup : nsansasdayanulineu weliaunsaldinedAudeyaidavasanmanisaldeya
deunne
TR
= o Y a
Fgazdeniatansusziliu
finsdsostoyanteos 1 Ju wazdounddld 7 Ju WuedslosmuninsgiulaedaLivuy

5%UU Logical HDD #3® Physical HDD

1.1. msd1sesdaya (Backup) liuuszuu 3 ¥

finsdsostoya (Backup) uuseuu 3 9a Wuedeies lned1sedlin

1. HOSxP Master Server

11 1 1 1 U U 1 1 1 1 1 1 U o O B 1

1 1 1 1 1 5 2 I U 1 B 5 2
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3. Backup on local (Server)

HOSxPDBSQLDumpBackupForm

BMS-HOSxP SQL Dump

Task
T ‘ | D i ‘ = Backup Folder  C\Program Files (xBE)HOSXPYHOSKPV3| Backup a
Skip Log Skip Image Tftiayasin Slave dufiulf ) No Base
Status
No.  Table Name Records Progress Status Note

Y 3
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1.2 dundayalivuwaluladsieu 2 ya

' [
a1 =l

= ¥ = v @ o ¥ v a [
finmsldmelulaglumsdanu msdisesdeya (Backup) fisieiu 2 4n auswazidensisil

1. Backup on External HDD/USB

) J » ThisPC » MNewWVolume(E:) > Bakup *

T son = view aes
Fa
Mame Date modified Type Size
= MySQL_backup_192.168.6.240_11183_202... 28/1/2569 1725 Compressed (zipp... 7,189,095 KB
2 MySQL_backup_192.168.6.240_11183_202..,  29/1/2569 1T7:42 Compressed (zipp... 7,202,388 KB
vl My50L _backup_192.168.6.240_11183_202...  31/1/2568 17:11 Compressed (zipp... 4,224 269 KB
== MyS0L_backup_192.168.6.240_11183_202... Compressed (zipp... 7,228,762 KB
== MySQL_backup_192.168.6.240_11183_202.., Compressed (@ipp... 7,238,121 KB
2. Backup on client
pd +
& J » ThisPC » LocalDisk{(C) » BMS » HOSxPv3 > Backup > Search Bad
T\l— Sort - é View ~ # e
MName Date modified Type Size
_ tmp 4/2/256G 22:30 File folder
e MySOL_backup_192.168.6.240_11183_20260128164432 28/1/2569 17:25 Compressed (zipp... 7,189,085 KB
et MySOL_backup_192.168.6.240_11183_20260129170133 29/1/2569 17:42 Compressed (zipp... 7,202,388 KB
et MySOL_backup_192.168.6.240_11183_20260130163043 31/1/2569 17:11 Compressed (zipp... 4,224,269 KB
e WySOL_backup_192,168.6.240_11183_20260201193001 1/2/2569 20:10 Compressed (zipp... 7,228,762 KB
e MySOL_backup_192.168.6.240_11183_20260202163801 2/2/2569 17:19 Compressed (zipp... 7,238,121 KB
e MySOL_backup_192.168.6.240_11183_20260203164959 3/2/2569 17:30 Compressed (zipp... 7,247,545 KB
et MySOL_backup_192.168.6.240_11183_20260204224503 4/2/2569 22:50 Compressed (zipp... 44 680 KB
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1.3 dundayaliuuu Offsite 38 Cloud 1 ¥

1. Backup on Cloud (Google Drive)

L‘lﬁ\‘i‘ﬂ Q  Aumtulas# = ® @ 4
+ i Insivasdu > BackupHOSxP ~ (v=l =) o0
A oo usston ~ | [ ueea = wilvdla = || fan =
'@ Tasvasdu Ba wWhuae Fufiudily vAlWa =

[0 AsuRumRs

B MySQL_backup_192.168.6.240_11183_20260203164959.ZIP du EDRN 6.91GB

2 uvdfudu
© dan
¥ fAdean

2. Antivirus Software : lUswnsudasiulisa vise wouihisa Asensiaau Usaiu wazmanluswnsy

ANALNABUNIADTI DTS

Fgazideaiidansusziliu

fin13AnRa Next-gen Anti-virus w3 EDR 38 XDR 711A309E9 Server nnia3esuazddion
Signature WnTukaziianaisuuusey Product kag Version ag19azidgadmiau lag Anti-Virus
2R Activate napaLa1lun1sAIduNIs Phasel %G’faqmnaauﬁmﬁuawwmju Server Ny

Wity Imaﬂiamqu Operating System (OS) v84358UU HIS %se Software HIS {upenatios

N15AARY EDR wag XDR Sophos Server

BSSOPHOS Dashboards v My Products v Threat Analysis Center v Reports My Environment v S 2 Q@ 6

TTIWENNRFAIUAD

Server Protection - Servers
Overview | Server Protection Dashboard
¥ w £5 Unmanaged servers (&) Server Groups
~
Add Server Export to CSV
a
&= Servers Show all servers v All Health Status v Any protection types v Recently online v Q  Search
Name P os Protection Last active v
o , ; ; Feb 4,2026
© BNT Ll = » CentOS Linux 7 (Core)  Server Protection 10:57 PM
3
A P S Feb 4, 2026
Q K D - CentOS Linux 7 (Core) ' Server Protection 10:56 PM

3. Access Control (Public uag Private) : N15A7UANEUNTAIMTONSINTITEUUNIUNITDIN

Public/Private v9nneluUsene wazn1ausemne
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S19a298A%VaN1TUSLLU

fisguy Security lunsaiunu Policy ﬂ'mfﬁﬁaizwﬁéwﬁmﬂgqmq Public wag Private lagdl
iwamﬁamﬁaﬁimmamqm Operating System (OS) ¥8958UU HIS %38 Software HIS \Uuoens
19y

3.1 gflunsnnun Whitelist Port wazlsiila Port fifiaanandes

finnsfinsa Next Gen Firewall All@Secure (FortiGate) Usuuas Policy laeinnun Source

Destination kag Port tiaUasnuaudesnan1staulaus

T

| v [ FortiGate - SongKwae_hospit= X M FTM Activation on FortiGate - X £3 FortiToken x ar — O X ‘
< > C © Notsecure  hitps//192.168.6.1/firewall/internet-service r Im] a
828 @ © serwwsn Bg Google wamen @ muwuuProMax BBl SQL- Coding Thaila.. WV SQL Tutorial » [ All Bookmarks

th— SongKwae_hospital

. @ Dashboard

> = Internet Services Network Services
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Multicast Policy
Local In Policy

Addresses
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[ |
Internet Service

Database -
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Protocol Options

Traffic Shaping
& Security Profiles > -
0 vPN > L
& User & Authentication >
2 System > - -
FiATINET 7541 0% €ED
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3.2 in1suusley Network szndnegunsalusivng (Server) uazaunsalgning (Client)

(%
a o

AnRIuazUTUUTITTUY Network 30y VLAN dinsuudlau Network seninsgunsalusitng

(Server) wazgunsalandie (Client) ogednLau

-

Physical Diagram m.assuaa_ifutlss
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3.3 dn1sldau VPN Tunisidrdaeiesgunsalusidng (Server) ununisidnldarusinu

Public

In1slg9u VPN Tagladinga FortiClient w3 luymanu1dnn1sseIaawkiang (Server) wnunns

W lgaUEIU Public
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§ @ FortiClient - Zero Trust Fabric Agent

File Help

i
VPN Name SK-VPN S
Username
Password ~ sessssssssessescesees
. 4

@ FortiClient - Zero Trust Fabric Agent

File Help

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

TaaP

i P

VPN Name SK-VPN
IP Address
Usemame
Duration 00:00:15
Bytes Received 0.00 KB
Bytes Sent 6.45 KB
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An15Anse Next Gen Firewall All@Secure (FortiGate) 39vMbianunsaawunUanenng

Traffic 7 duTraffic Melurseneusnuszmeals

Fornime - hongans hop
ey

Ed

A FT Astivation o FotiGate

"

1 Fonitoln

a O Mot seoere il TRE 16861 /ngiryrtesyidabEcard

B songhiwan herpital

i Dashboard

o Metwork

B Polloy & Objects

& Security Prohles

B v

& Lser & Aurthertication
BE Syitem

@ Security Fabic

M Log & Repaort

FEEATINET

WOW W W W W W W W

wra 1l

Googls miserwn i swmes Poo bl [l 501 - Coding Thada

=
Songhisae,

i
w211 baaild 1740 (Mature]
AT
M50 154301
o o
| e e

i i=
O Activated
Gilobal

& Free License

1559 GIB

O FortiCare Sugpgon

& Firrmware & Gerseral Lipcdates

-
& AntiVines
& Web Flltering

s

e

I Songkwae_hospital

o B B = 0

- o -
]
[ Bockm:

PNE5UTERIUSTAUNISSNEIANNUAsUaaanYlawas (CTAM) U 2569 Tsangutagaanan

YY1 9



PNE5UTERIUSTAUNISSNEIANNUAsUaaanYlawas (CTAM) U 2569 Tsangutagaanan 91 10



PNE5UTERIUSTAUNISSNEIANNUAsUaaanYlawas (CTAM) U 2569 Tsangutagaanan w11



PNE5UTERIUSTAUNISSNEIANNUAsUaaanYlawas (CTAM) U 2569 Tsangutagaanan Y 12



Wadausidiui 2 : aduLEeEs

5. Business Continuity Plan (BCP) wag Disaster Recovery Plan (DRP) : WAUNNIHAUALLA
NNTANTUNITVRNUIBIIY LUBIAAENTIZAINANTDAYA9Y) S9NalANTZTUIUNITNIIUVDS

igungaredn, liialianansanduuianiiunislaedgnesiailos uasurunsiAy

= o Y a
S1YALLIYANIVINTTUTSLAU
1n1InegeU Business Continuity Plan (BCP) LLazLLmuﬁﬁu Disaster Recovery Plan (DRP)

AWDNAITUU

PNE5UTERIUSTAUNISSNEIANNUAsUaaanYlawas (CTAM) U 2569 Tsangutagaanan Y 13



WNUUSHISANRBLLRIN8lAEN1I2 NG A
(Business Continuity Plan : BCP) wagiiy

AU (Disaster Recovery Plan : DRP)

TsangIUTIadD A7

DLNIEADINAD  WIIAUIU

nvilag
NANUFUNINAING
15 1un31AY 2568
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6. OS Patching :

N3YAULBUIAUNNIBIVBITEUUUHUANTS (OS) vIeuuusessuuuiRnislv

o ) a a - a a AaX
Nuaye Ll,a:,’L‘IN&ILﬁmﬂ’awmmiﬂumﬂ?’fﬂ’lu 199UTLEANTNINNAVU

= o Y a
F1YALLBYANIVINITUILLUAY

Tsangrunadnisanilunissuingm Security Patching Tusgau Operating System (Windows /

Linux) ageainiaeyn 6 e viseviufidlelinisussmaunadmuanulasaieseau Critical lagd

nsnsavaeulviiulanlill Security Patch Mseglusedu Critical wag High AsauAguat1atosly

srUUUURNIsvRRATRIvIElTUINISEUY HIS (HOSXP)

E-? SongKwae_Hospital

@ Dashboard

4+ Network

B Policy & Objects

@ Security Profiles

8 vpN

& User & Authentication

= WIFi & Switch Controller

€ v v v v v v v

8 System

Administrators
Admin Profiles
Settings
HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
¥ Security Fabric >
L [og&Report >

FEIRTINET 500

Device Type Upgrade Status
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8. Web Application Firewall (WAF) : szuudasiunislaninisluvasdmsuiivuannaintu

Toeanig wadaaiun1s1auA lUgIssuu I ULO NN ALATUYDID9ANS

s1gazduniatan1sUsINU
finsldu Web Application Firewall (WAF) nsdififiszuuidu Web Application lugtiuy

Cloud security tilatasiumslaufiniuminsgiu OWASP Top 10 iiuaensios

"Tsmeuiageanaslideniduiniaiivleddniagiainuiem isanunauin 1 ) &
Huglsusnsiléunisiusesnpsgiuanutasafovesdeyanumnnsgiu 1SO 27001:2022 T
mmsgwuﬁmiauﬂqmﬁqms%’mmsmwmaamﬁwaasﬁagaiwqﬂsﬂdumau sudsnstestuanudesin
foanaunalaiues uanan svuussnandaiinisinge Web Application Firewall (WAF) iile
ﬁaﬁumﬂwﬁﬁwﬁLﬁﬂﬂﬁﬂiaﬂm%mL‘iULL@UWSLﬂ%’u 1 SQL Injection wag Cross-Site Scripting
(xss) vlriulalginSuleduedsimeuiaiiruiuaslasnsouazdulumudemvungiuniy

Jaaadunlamuuall "
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9. Log Management : NM153AUTayaa19MN9RRUNIADS

sneazdgnRlItanIsUsIUY

Hszuunsdaiu Log Bumasiin uavaeuiames Ay w.5.0.9 agaties 90 Ju
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10. Security Information & Event Management (SIEM) : szuu#illun153an1snu Log uag
Event 149 1n2eyinutinfidnsizinianutoulesvas Event g9 Mtfgadasiuanulasnng
ManualUautenis Alert szydunisvaifeanaulingiu Wedl Event MRaUng vinliaunse

Jasiunaznauauasisanauldodesinsy

s18azRgARITaN1sUTEIEU

53UV SIEM Lo IAT12ving Angsuved Cyber Attack UUIzUUNTAUINITNTZAY

Infrastructure uag Operating system (OSX lAga¥ABIATOUAGUNTNTIATUTUF Y

finsAnRaszUY SIEM / CSM (Cyber Security Monitoring)
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11. Vulnerability Assessment (VA Scan) : 1135A32962U%04I1308952UU 1iNaling1ufiend1sdee 9a 9au UassAuUAINTULTY YBINANTENUHRIa

Winduann1sgnlasnssudaya wasnrslauanislaes

uazsBganItonIsuTziy
n157LuN1T Vulnerability Assessment (VA Scan) agnetioetlq 1 A5 Tusedu Operating System (OS) Ingagsasaniiun1sunly CVE uazyes

Tnisinee) Mindulpeazdeslifinnudesssiu Critical, High Tuszuuiinsiaaaulaemasungu Operating System (OS) ¥833¥UU HIS %38 Software HIS 1iu

D819UDY WATADINLONAITWUUBE ALY LATALIY
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12. Software Update : §in13n57988U Version vas Software TiiluVersion Update agn iivaUndaslunifiindulu Software Version fiau

sgazduanlItanisusiiy
finsms1aaau Version w4 Software TiuVersion Update anan iiieUntaslnifiindulu Software Version neunt fin1sduian Software

Patching ¥895¥UU HIS wagdin1391 Penetration Testing ag1stiasUay 1 ASe wse fn1seen Major version langagdosmiiunisunludadnilu syau
Severity Critical waw High 1usgnsiies ny Asaungu Operating System (OS) ¥89355UY HIS %38 Software HIS \Uusgnsiio

STUU HIS NAN1SINLANSTZUU
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13. Penteration Testing : N1INA§UIRNLIZUY

= L a
s1gazidenatani1sUsIiu

1NINAABUNITIZSEUU N5V Penetration Testing 83 Web Application luguiuy
¥99 Graybox %38 Blockbox ag1stiasUag 1 ASe wazaiunisuilulavazesluiigesinisyau

' ¥
I a =

Severity Critical , High winTusazlifitedlninintunuuinsgiu OWASP TOP10

AN9¥113%UU Penetration Testing
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